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Motivation

* Some organizations have standardized on Kerberos
as the “single sign on” mechanism for their computing
resources

* DoD, DoE, orgs using Windows AD SSO, sites using AFS

* Not all have deployed X.509 -> Kerberos solutions (i.e. want
native Kerberos)

 Compute jobs use Kerberos tokens to access
services during runtime
« file transfer services, MPI task startup using rsh/ssh

 Need a way to authenticate to a BES using Kerberos
* Need a way to provide credentials to running jobs



User Authentication

* WS-Security Kerberos Token Profile +
WS-I Kerberos Token Profile describe
how to use WS-Security headers to

pass Kerberos authentication
Information

« can be adopted “as Is” for the
authentication step

e acquiring credentials is “out of band” (i.e.
use the usual mechanisms)

» Simple! (from a spec point of view) :-)
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Server Authentication

* Even though It’s possible, It’s not so
common In practice to do Kerberos
mutual authentication

 often there is some payload encrypted with
session key that “proves” one is interacting
with the “right” service

 Mandate the use of SSL + server
authentication using X.509

 |ike the current HPC Basic Profile
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Delegation

« MUST provide Kerberos credentials to
the running job

e It's not sufficient just to do authentication

* need credentials for the job to access other
services (e.g. file services)

WSS doesn’t say anything about
forwarding Kerberos tokens

e Wwe're on our own here



Three Delegation Use Cases

e Kerberos token provided to the running jobs
 Kerberos token used for JSDL file transfers

o Kerberos token used to authenticate to
another BES when brokering/meta-scheduler

* maybe not? maybe the broker uses it's own
credentials

e even If so, Kerberos token is needed in the
environment of the job, wherever it ends up
running




Next steps

* Write a use case document

 Define one or two profiles

* maybe separate authentication from
delegation

« Specify the mechanism for passing a
TGT In the Activity definition

 maybe need to describe TGT attributes
(e.g. address-less tickets)

e |Interest? Volunteers?
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