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Corporate overview

ÅnCipher is the worldôs leading cryptographic hardware security provider

Å Founded in 1996 in Cambridge, UK

ÅGlobal presence with corporate centres in Cambridge, Boston, Milpitas, Tokyo

Also sales offices in Atlanta, Chicago, New York, San Francisco, Washington, 
Sao Paul, Paris, Frankfurt, Hamburg, Hong Kong, Singapore, Sydney

ÅPublicly traded since October 2000 on London Stock Exchange (LSE:NCH)

ÅA Microsoft ñSecurity Partner of the Yearò
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How we got here

1997         1998   é       2001  é       2005   é     2008 

SSL Acceleration

Key Security

Application Security

Key Management
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PKI & Cryptography

A PKI provides foundation for delivering essential elements of a secure

business environment

ï Authentication

ï Access Control

ï Privacy

ï Integrity

ï Non -Repudiation

Cryptography provides the foundation

of a PKI

Cryptographic keys are the foundation 

of cryptographic functions
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Protecting the ñKeysò to the Kingdom

Nothing is more critical than the integrity and secrecy of the private key

within the Certificate Authority (CA)

ï Software -based PKIs leave these keys vulnerable

ï Private keys can be stolen

ï An attacker can issue bogus certificates, compromising the validity of all IDs 
issued by CA

The best method of defense: 

Store and manage your PKI private keys 

in a highly secure and tamper resistant 

hardware environment
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Securing the Keys

nCipher Hardware Security Modules (HSM)

nCipher hardware creates a protected sub -

system for a server

Secure the cryptographic keys in hardware

ï FIPS 140 -2 level 3 Certification

Increased Speed for cryptographic processing

Eliminates the possibility of key exposure
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nCipher HSMs for PKI

nCipher HSMs works throughout your PKI to strengthen key security and

enhance overall Manageability

ï Certificate Authority (CA)

ï OCSP Responder

ï Registration Authorities (RA)

ï Validation Authority (VA)

ï Key Escrow Operations

ï Sensitive cryptographic operations

HSMs should be incorporated prior to the key

signing ceremony
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Functionality

Secure management of key infrastructure - Security World 

ï Enterprise key management platform to easily create and manage all of your 
application -specific keys

ï Allows for interoperability of nCipherôs full range of HSMs

ï Two Factor Authentication and Comprehensive Access Control 

ï K of N Quorum 

SSL and Cryptographic Acceleration

Unlimited Cryptographic Key Storage

Secure Execution Environment (SEE)

Multipurpose Cryptographic Hardware
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Form Factors

nShield ïPCI HSM

ï Fits into any standard PCI slot in your computer

ï Various levels of Key Access Controls

ï FIPS 140 -2 Level 2 & 3

netHSM - network attached HSM

ï Multi Client, Multi Purpose HSM ïup to 20 servers

ï Hardened Appliance, Impath

ï Scalable Key Access Controls

ï Client authentication (Software, HSM, nToken) 

ï FIPS 140 -2 Level 3

Micro HSM, Mini HSM
ï OEM Applications
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nCipher Security World

Å Secure, robust approach to disaster recovery policies for key

management 

Å Fine -grained and flexible control over key protection using ñK of Nñ

secret sharing via smart cards with pass phrases

Å Migration of keys from software into secure hardware

Å Provides complete life cycle management of key material

Å Separation of administrator and operator functions 

managed through smart cards 
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Standard HSM Secure Execution Engine

Secure Execution Engine (SEE)
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nCipher keyAuthority

ÅManagement Console

GUI for management and operation; 
credentials presented for authorising 
operations

May be duplicated for scalable enterprise 
management

ÅManagement Server

Where key material is generated
key and policy information written to the 
DB

Duplicated for resilience

ÅProvisioning Server

Where key material is read from the DB 
and delivered to End -Point

Duplicated for resilience

ÅEnd Point 

Where the security application runs; the 
point to which keys are securely 
delivered

Optional HSM at an End -Point

keyAuthority Provisioning Server

keyAuthority Hard End Point

keyAuthority Soft End Point

keyAuthority Management Console

keyAuthority Provisioning Server

keyAuthority Hard End Point keyAuthority Soft End Point

keyAuthority Hard End Point

keyAuthority Soft End Point

DB

keyAuthority Management Console

keyAuthority Management Server
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The ROI in PKI with nCipher

Å Ability to mix and match products

Å Share keys across modules within your PKI

Å Integration with Enterprise Key Management

Å Automatic load balancing and fail over

Å Application Interoperability

Å Build a FIPS 140 validated PKI
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Some PKI Related Integrations / Partners

http://intranet/marketing/Presentations/Corporate_US_Presentations/Computer Assoc_final.ppt
http://intranet/marketing/Presentations/Corporate_US_Presentations/Entrust_final.ppt
http://intranet/marketing/Presentations/Corporate_US_Presentations/microsoft PKI_final.ppt
http://intranet/marketing/Presentations/Corporate_US_Presentations/ValiCert_final.ppt

