GWD-R (draft-ogf-ogsa-sp-secure-addressing-009)
Duane Merrill, UVa
Category: Recommendation

 
Open Grid Services Architecture Working Group  
October 15, 2007

GWD-R (draft-ogf-ogsa-sp-secure-addressing-009)

October 15, 2007

OGSA™ Basic Security Profile 2.0 - Secure Addressing
Status of This Document
This document provides a recommendation to the Grid community on how to bind the secure communication requirements (and ancillary security tokens) of OGSA services within WS-Addressing endpoint references.  This profile describes precisely the requirements placed on the structure and handling of such endpoint references to ensure interoperability. Distribution is unlimited.

Copyright Notice
Copyright © Open Grid Forum (2007). All Rights Reserved. 
Trademarks

OGSA is a trademark of the Open Grid Forum.
Obsoletes
This document obsoletes GFD-86 [OGSA BSP – Core 1.0].

Abstract

This document defines the OGSA Security Profile 2.0 – Secure Addressing (OGSA BSP – SA) profile.  The OGSA BSP – SA is an interoperability profile for addressing Web services within the context of distributed resource management and grid computing in a manner that facilitates secure communication.   This profile is a member of a logical suite of complimentary security profiles collectively known as “OGSA Security Profile 2.0”, a set of profile documents concerned with secure communication in the OGSA context.  The OGSA BSP – SA is primarily an extension and refinement of the WS-Addressing 1.0 – Core (WS-A Core) specification in order to facilitate the inclusion of WS-Security Policy 1.2 policy assertions.  This profile is intended to complement and be applied in conjunction with the other component profiles within the “OGSA Security Profile 2.0”.  The requirements stated in this profile are concerned with advertising and facilitating secure communication mechanisms to ensure mutual authentication, integrity and confidentiality of OGSA services within an insecure environment (i.e., a network having the properties of the Internet Threat Model as defined in RFC 3552).
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1 Introduction

This profile defines a set of conformance statements in order to facilitate the communication of interoperability requirements of “OGSA services”.  OGSA services are Web services that are concerned with distributed resource management, grid computing, or other purposes that involve the modeling and management of stateful entities as profiled by an OGSA Basic Profile.  More specifically, this document profiles a mechanism for securely conveying communication policies to service consumers within endpoint references.

Normative profiles are useful tools for understanding and defining the interactions amongst existing Web services specifications in order to achieve interoperability.  They are particularly important within the context of secure communication: common treatment of Web services security and addressing specifications (e.g., SSL/TLS, WS-Security and related token profiles, XML-Encryption, XML-Signature, WS-Addressing, etc.) is crucial for real-world interoperability.  
This document defines the OGSA Basic Security Profile 2.0 – Secure Addressing (hereafter, “the Profile”).  The Profile is a member of the logical suite of complimentary security profiles collectively known as “OGSA Security Profile 2.0”.  The “OGSA Security Profile 2.0” profiles are intended to address the secure and interoperable interaction of Web services within the scope of distributed system management and grid computing.  Within this context, it is the intent of these specifications to:
· Inherit and refine the requirements defined by the WS-I Basic Security Profile 1.0 [WS-I BSP], an interoperability profile addressing transport and SOAP messaging security considerations for basic Web Services.

· Provide clarifications, refinements, interpretations and amplifications of other communication-related specifications (such as WS-Addressing 1.0 – Core) not addressed by the WS-I BSP

· Profile the application of WS-SecurityPolicy 1.2 policy assertions by which secure- communication requirements can be asserted within endpoint references.

In of itself, the suite of OGSA Security Profile 2.0 profiles is not sufficient to guarantee interoperability of all OGSA services.  The purpose of these profiles is to provide a flexible and extensible profiling of how secure communication requirements are advertised, discovered, and enacted.  The specific secure communication requirements may vary between grid communities.  The intent is for a community to self-select such requirements that are appropriate and then leverage these profiles as necessary to achieve interoperability between its members (and/or cleanly discover where interoperability is not possible). 
In the domain of basic Web services, the WS Addressing 1.0 – Core [WS-Addressing] specification describes the XML Schema for an “endpoint reference” (EPR) data-structure that encapsulates addressing information.  The EPR data structure is a useful construct because it provides an “invocation context”: the necessary information required by a client to establish meaningful communication with a Web service.  Unfortunately the core EPR is not sufficient to describe a complete invocation context for an OGSA service residing in an environment with secure communication requirements (i.e., authentication, integrity, and confidentiality).  As specified, the endpoint reference does not provide a normative approach for advertising any service-specific secure communication requirements, actions, or the security tokens that would be needed by a client.  This Profile remedies this deficiency by describing the mechanism by which WS-SecurityPolicy security policies should be included within an EPR to describe such communication requirements of the referenced endpoint.   
The WS-SecurityPolicy 1.2 [WS-SecurityPolicy] defines a base set of assertions that describe how Web services messages are to be secured.  It is an extension of the Web Services Policy 1.5 – Framework (WS-Policy), which is a flexible grammar for expressing the capabilities, requirements, and general characteristics of Web services-based entities.  WS-SecurityPolicy provides a flexible, extensible approach for defining token requirements, cryptographic algorithms, and mechanisms (both at the transport and message levels).  
WS-SecurityPolicy uses the notion of “token assertions” to specify the type and usage of security tokens within a message.  Unfortunately there is no provisioning for the embedding of an actual token within a policy’s token assertion.  The ability for the security policy within an EPR to convey actual security tokens is desirable for key distribution.  This profile extends the WS-SecurityPolicy specification to enable the inclusion of actual security tokens themselves (e.g., keys, certificates, etc.) within security binding policies.
The Web Services Policy 1.5 - Attachment [WS-PolicyAttachment] specification defines mechanisms for associating policies with subjects for which they apply.  Specifically, it profiles the use of these mechanisms for associating WS-Policy with WSDL and UDDI descriptions.  This Profile extends the WS-PolicyAttachment by describing how to specify WS-SecurityPolicy policy alternatives within the extensible metadata section of a WS-Addressing endpoint reference.  The policy subjects of such security policies within an EPR are WS-Addressing actions upon the referenced endpoint.  These policy alternatives describe the security mechanisms expected by the referenced endpoint for the specified actions as well as provide any security tokens required by those mechanisms.

In addition to the WS-Addressing extensions designed to advertise secure communication requirements, this document also profiles the XML digital signature of the EPR document to ensure trust of the minter and to deter tampering.

The remainder of this profile is organized as follows.  Section 2, "Document Conventions," describes notational conventions utilized by the Profile.  Section 3, "Profile Conformance," explains what it means to be conformant to the Profile.  Section 4 defines additional terminology.  Section 5 describes the mechanism by which policy documents are conveyed within endpoint references.  Section 6 profiles the digital signature of an endpoint reference.  Note that there is no relationship between the section numbers in this document and those in the referenced profiles and specifications.  

2 Document Conventions

This Profile is a Recommended Profile as Proposed Recommendation, as defined in the OGSA Profile Definition (OGSA Profile Definition).  Additional document conventions of the Profile are defined normatively in WS-I Basic Profile 1.1 (WS-I BP), and are briefly summarized below.
2.1 Notational Conventions 

The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in RFC-2119 (HTTP-TLS).

Normative statements of requirements in the Profile (i.e., those impacting conformance, as outlined in Section 3, “Conformance Requirements") are presented in the following manner:

Rnnnn Statement text here.

where "nnnn" is replaced by a number that is unique among the requirements in the Profile, thereby forming a unique requirement identifier.

Extensibility points in underlying specifications are presented in a similar manner:

Ennnn Extensibility Point Name - Description

where "nnnn" is replaced by a number that is unique among the extensibility points in the Profile. 
This specification uses a number of namespace prefixes throughout; their associated URIs are listed in the table below:

Table 1 Namespaces used by OGSA Basic Security Profile 2.0 – Secure Addressing

	Prefix
	Namespace
	Specification(s)

	wsi
	http://www.ws-i.org/schemas/conformanceClaim 
	[WS-Conformance]

	wsse
	http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd 
	[WS-S]

	ds
	http://www.w3.org/2000/09/xmldsig# 
	[XML-DigSig]

	wsu
	http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd 
	[WS-S]

	wsa
	http://www.w3.org/2005/08/addressing
	[WS-Addressing]

	wsp
	http://schemas.xmlsoap.org/ws/2004/09/policy
	[WS-Policy], [WS-PolicyAttachment]

	sp
	http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702 
	[WS-SecurityPolicy]

	secaddr
	http://www.ggf.org/ogsa/2007/05/sp-secure-addressing 
	This document

	secsoap
	http://www.ggf.org/ogsa/2007/05/sp-secure-soap-messaging 
	[OGSA SP – SSM]


2.2 Security Considerations

In addition to interoperability requirements (which are made in Rnnnn statements and intended to improve interoperability), the Profile makes a number of security considerations intended to improve security. These Security Considerations are presented as follows: 

Cnnnn Statement text here. 

where "nnnn" is replaced by a number that is unique among the security considerations in the Profile, thereby forming a unique security consideration identifier. Each security consideration contains a SHOULD or a MAY to highlight exactly what is being considered; however, these considerations are informational only and are non-normative. 

2.3 Profile Identification and Versioning 

This document is identified by a name (in this case, OGSA Security Profile – Secure Addressing) and a version number (here, 2.0). Together, they identify a particular profile instance.  Version numbers are composed of a major and minor portion, in the form "major.minor".  Version numbers indicate profile instance precedence: higher version numbers indicate a more recent instance that supersedes earlier instances.

3 Profile Conformance 

Conformance to the Profile is defined by adherence to the set of requirements defined for a specific target, within the scope of the Profile. This section explains these terms and describes how conformance is defined and used.
3.1 Conformance Requirements 
Requirements state the criteria for conformance to the Profile. They typically refer to an existing specification and embody refinements, amplifications, interpretations and clarifications to it in order to improve interoperability. All requirements in the Profile are considered normative, and those in the specifications it references that are in-scope (see Section 3.3, “Conformance Scope") should likewise be considered normative.

Each requirement is individually identified (e.g., R9999) for convenience.

For example;

R9999 Any WIDGET SHOULD be round in shape.

This requirement is identified by "R9999", applies to the target WIDGET (see below), and places a conditional requirement upon widgets; i.e., although this requirement must be met to maintain conformance in most cases, there are some situations where there may be valid reasons for it not being met (which are explained in the requirement itself, or in its accompanying text).

3.2 Conformance Targets 

Conformance targets identify what artifacts (e.g., SOAP message, WSDL description, UDDI registry data, etc.) or parties (e.g., SOAP processor, end user, etc.) requirements apply to. 

This allows for the definition of conformance in different contexts, to assure unambiguous interpretation of the applicability of requirements, and to allow conformance testing of artifacts (e.g., SOAP messages and WSDL descriptions) and the behavior of various parties to a Web service (e.g., clients and service instances).

The Profile is an extension of the WS-SecurityPolicy 1.2 [WS-SecurityPolicy] profile.  The following conformance targets are inherited from those in the WS-SecurityPolicy:

· Policy - A collection of Policy_Alternatives.  A <wsp:Policy> element is used in conjunction with its child <wsp:ExactlyOne> element to indicate a policy expression as a union of Policy_Alternatives. If there are no children of <wsp:ExactlyOne>, there are no admissible policy alternatives (i.e., no behavior is admissible).  If there is only one logical POLICY_ALTERNATIVE, the compact policy form can be used in which the requisite Policy_Assertions are placed as direct children of the <wsp:Policy> element and the <wsp:ExactlyOne> and <wsp:All> elements are omitted.
· Policy_Alternative - A cohesive collection of Policy_Assertions represented by a <wsp:All> element.  The <wsp:All> element is a child of <wsp:ExactlyOne> and indicates a group of Policy_Assertions. If there are no children of <wsp:All>, this is an admissible policy alternative that is empty (i.e., no behavior is specified).
· Policy_Assertion - An individual requirement, capability, other property, or a behavior.  (E.g., the <sp:SignedParts> element is a Security_Binding_Assertion indicating which portions of a document are to be signed.)
· Security_Binding_Assertion - A Policy_Assertion that identifies the type of security binding being used to secure an exchange of messages.  A security binding is a set of properties that together provide enough information to secure a given message exchange.
· Token_Assertion - A Policy_Assertion that describes a token requirement. Token assertions defined within a Security_Binding_Assertion are used to satisfy protection requirements.

The Profile is also an extension of the Web Services Policy 1.5 - Attachment [WS-PolicyAttachment] specification.  The following conformance targets are inherited from those in the WS-PolicyAttachment:

· policy_subject – A policy subject is an entity (e.g., an endpoint, message, resource, operation, action, etc.) with which a Policy can be associated.

· policy_scope – A policy scope is a collection of policy_subjects to which a Policy may apply.

· policy_attachment – A policy attachment is a mechanism for associating policy with one or more policy_scopes.  Policy attachments are represented in XML as <wsp:PolicyAttachment> elements.
The Profile defines the following conformance targets:

· ENDPOINT_REFERENCE – A <wsa:EndpointReference> endpoint reference element as defined by the WS Addressing 1.0 (WSA) specification.

· SECURE_EPR – a ENDPOINT_REFERENCE conformant to this Profile.

· EPR_SIGNATURE – an (optional) <ds:Signature> XML-Signature signature element that is a child element of the <wsa:EndpointReference> element and represents a signature over the EPR’s <wsa:Address>, <wsa:ReferenceParameters>, and <wsa:Metadata> child elements.  For further requirements, see Section 6: Digital Signing. 
· SECURITY_POLICY_ATTACHMENT – A POLICY_ATTACHMENT child of the SECURE_EPR <wsa:Metadata> element whose policy_subjects are valid WS-Addressing actions.
· GLOBAL_policy_attachment – A SECURITY_POLICY_ATTACHMENT whose contained POLICY has a POLICY_SCOPE encompassing all WS-Addressing actions upon the endpoint.

3.3 Conformance Scope 

The scope of the Profile delineates the technologies that it addresses; in other words, the Profile only attempts to improve interoperability within its own scope. Generally, the Profile’s scope is bounded by the specifications referenced by it (Section 9).
Referenced specifications often provide extension mechanisms and unspecified or open-ended configuration parameters.  The Profile defines such extensibility points within referenced specifications, possibly refining them in the process.  The extensibility points exposed by the Profile are enumerated in Appendix A.  These extensibility points (e.g., mechanisms or parameters) are outside the scope of the Profile, and their use or non-use is not relevant to conformance.

3.4 Claiming Conformance 

Claims of conformance to the Profile are the same as normatively described in WS-I Basic Profile 1.1 [WS-I BP 1.1].  The conformance claim URI for this Profile is:
http://www.ogf.org/ogsa/2007/05/sp-secure-addressing 
Additionally, this Profile is an OGSA Security Profile as defined in the OGSA WSRF Basic Profile 1.0 [OGSA WSRF BP], Section 8.  As such, it also exposes the following conformance claim URI:
 http://www.ggf.org/ogsa/2006/01/bsp
4 Terminology

· Initiator - The role sending the initial message in a message exchange.

· Recipient - The targeted role to process the initial message in a message exchange.

· Instance – Software that implements a <wsdl:port>.

· OGSA endpoint – An OGSA service resource recipient, identifiable with an ENDPOINT_REFERENCE.  (An OGSA endpoint may have a different cryptographic identity than the instance on which it resides, e.g., when multiple stateful resources are hosted within the same Web Services container.)  

5 Policy Attachment
The Profile incorporates by reference Section 2, “Endpoint References” of the Web Services Addressing 1.0 - Core (WS-A Core) specification.  (Other sections of the WS-A Core pertain to message addressing properties, the requirements of which are not inherited by the Profile as they are considered out of scope of the Profile.)
The Profile defines the following extensibility points from WS-Addressing:
· E0301 – WS-Addressing Extensibility – WS-Addressing allows extensibility elements for the <wsa:EndpointReference> element.
· E0302 – WS-Addressing Metadata Extensibility – WS-Addressing allows extensibility elements for metadata as children of the <wsa:Metadata> element.
· E0303 – WS-Addressing Reference Parameters Extensibility – WS Addressing allows extensibility elements for Reference Parameters as children of the <wsa:ReferenceParameters> element

This section of the Profile also incorporates by reference the Web Services Policy 1.5 - Attachment [WS-PolicyAttachment] specification.  The Profile defines the following extensibility points from WS-PolicyAttachment:
· E0304 – WS-PolicyAttachment “AppliesTo” Extensibility – WS-PolicyAttachment requires that the <wsp:AppliesTo> element be extended in order to define a domain expression for identifying policy scope. 
· E0305 – WS-Addressing Metadata Extensibility – WS-Addressing allows extensibility elements for metadata as children of the <wsa:Metadata> element.

Additionally, this section of the Profile incorporates by reference the WS-SecurityPolicy 1.2 specification.  The Profile defines the following extensibility points from WS-SecurityPolicy:

· E0306 – WS-SecurityPolicy Token Assertion Extensibility – WS-SecurityPolicy allows the extensibility of Token_Assertions.
5.1 Policy Attachment Profile

This section describes how to attach WS-SecurityPolicy PolicIES within the extensible metadata section of a WS-Addressing endpoint reference using SECURITY_POLICY_ATTACHMENTs.  The POLICY_SUBJECTs of such SECURITY_POLICY_ATTACHMENTs are the WS-Addressing actions for which the corresponding POLICY is applicable. In this manner, different POLICIES can be specified for different actions upon the endpoint.
· R0350 – All SECURITY_POLICY_ATTACHMENTs MUST be children of the <wsa:Metadata> element.  
· R0351 – In order to indicate POLICY_SCOPE, all SECURITY_POLICY_ATTACHMENTs MUST include an <wsp:AppliesTo> element conformant to WS-PolicyAttachment Section 3.4.1: URI Domain Expression.  Such <wsp:AppliesTo> elements will contain one or more <wsp:URI> children.  These <wsp:URI> children are POLICY_SUBJECTs that indicate for which WS-Addressing actions the subsequent Policy is applicable.  

· R0352 – If a SECURE_EPR contains any SECURITY_POLICY_ATTACHMENTs, exactly one of them MUST be a GLOBAL_POLICY_ATTACHMENT.  A GLOBAL_POLICY_ATTACHMENT has exactly one <wsp:URI> POLICY_SUBJECT whose IRI is “urn:wsaaction:*”.  The GLOBAL_POLICY_ATTACHMENT MAY be overridden by other SECURITY_POLICY_ATTACHMENTs relevant to specific WS-Addressing actions.  

· R0353 – For SECURITY_POLICY_ATTACHMENTs other than the GLOBAL_POLICY_ATTACHMENT, the IRIs contained within any <wsp:URI> POLICY_SUBJECTs MUST be of the form “urn:wsaaction:<wsa-action>” where <wsa-action> is a valid WS-Addressing action for the referenced endpoint.  The policy within these SECURITY_POLICY_ATTACHMENTs overrides that of the GLOBAL_POLICY_ATTACHMENT for the specified WS-Addressing actions.
· C0300 – SECURE_EPRs SHOULD reference common POLICIES using the <wsp:PolicyReference> instead of the redefining policies using the <wsp:Policy> element for efficiency.
5.2 Binding Tokens to Token Assertions

Token_Assertions specify the types of tokens required during communication.  Unfortunately, the WS-SecurityPolicy specification does not provide a way to embed an actual token within a Token_Assertion.  Among other uses, this functionality is desirable as a means of using endpoint references for key distribution.  For example, consider an EPR containing policy describing a security mechanism (e.g., message-level encryption) that requires the initiator to use a token (e.g., an X.509 certificate) identifying the recipient. In this case, it is convenient to furnish the actual recipient token along with the security policy within the EPR. 

All WS-SecurityPolicy token assertions can carry optional <sp:Issuer> or <sp:IssuerName> elements to indicate a location from which to obtain the required token.  This Profile alternatively allows the inclusion of a <wsse:SecurityTokenReference> element within Token_Assertions to indicate that the required token should be obtained locally from the EPR document.  

· R0354 – A WS-SecurityPolicy Token_Assertion carrying an optional <wsse:SecurityTokenReference> MUST NOT additionally specify an <sp:Issuer> or an <sp:IssuerName> element.  
· C0301 – Such a <wsse:SecurityTokenReference> within a Token_Assertion SHOULD be an embedded or direct reference.  Direct references SHOULD point to embedded token references that are also located within the EPR’s <wsa:Metadata> element.
6 Digital Signing

In many scenarios it will be necessary to validate the trustworthiness of an EPR before using the information it contains for communication.  (For example, consider the use-case in which an initiator obtains a SECURE_EPR for a particular OGSA endpoint from a third party such as a directory service.)  This section of the Profile is intended to:

· Allow an initiator to establish that a SECURE_EPR was minted by a trusted source.

· Deter tampering of a SECURE_EPR after minting.
This Profile facilitates such trust and integrity properties by profiling the XML digital signing of the SECURE_EPR document.  Digital signature of the SECURE_EPR is optional but recommended.

· C0302 – A SECURE_EPR document SHOULD incorporate digital signing as per this section of the Profile. 

The requirements for XML-Signature are incorporated by reference from Section 8, “XML-Signature” section of the WS-I Basic Security Profile Version 1.0 (WS-I BSP) and referenced specifications.
This section of the Profile leverages extensibility point E0301 to define the EPR_SIGNATURE signature element.  The EPR_SIGNATURE element is defined to be a <ds:Signature> child of the <wsa:EndpointReference> element.

· R0356 – The EPR_SIGNATURE MUST contain <ds:Reference> elements that appropriately reference the EPR’s <wsa:Address>, <wsa:ReferenceParameters>, and <wsa:Metadata> child elements.  (As per the WS-I BSP, <ds:Manifest> elements MUST NOT be used to group these data objects.)

· R0357 – The EPR_SIGNATURE’s <ds:KeyInfo> element MUST contain a <wsse:SecurityTokenReference> element containing either a <wsse:Embedded> or a <wsse:Reference> element indicating a <wsse:BinarySecurityToken> of type “X509PKIPathv1” or “X509v3” as defined in the Web Services Security: X.509 Token Profile (WS-S: X509 TP).  
7 Example 

The following shows an example SECURE_EPR conformant to the Profile.  This example provides two Policy_Alternatives for secure communication with the OGSA endpoint: (a) username-token authentication of the client over server-authenticated TLS, and (b) mutually authenticated X.509 message-level communication in which message exchange is integrity-protected and encrypted.  The EPR is also signed to facilitate trust verification.
It should be noted that several of the components of the policies shown in this example are profiled in the OGSA Security Profile 2.0 – Secure Transport (OGSA SP – ST) and OGSA Security Profile 2.0 – Secure SOAPMessaging (OGSA SP – ST) profiles, and are shown here for illustrative purposes only.  

(01) <wsa:EndpointReference>
(02)   <wsa:Address wsu:Id='TheAddress'>

(03)     http://www.example.org/some/path

(04)   </wsa:Address>
(05)   <wsa:ReferenceParameters wsu:Id='TheRefParams'>

(06)      ...
(07)   </wsa:ReferenceParameters>

(08)   <wsa:Metadata wsu:Id='TheMetadata'>

(09)     <!-- This policy attachment applies to all actions on this endpoint -->

(010)     <wsp:PolicyAttachment>

(011)       <wsp:AppliesTo>

(012)         <wsp:URI>urn:wsaaction:*</wsp:URI>

(013)       </wsp:AppliesTo>

(014)       <!-- Collection of policy alternatives -->
(015)       <wsp:Policy>

(016)         <wsp:ExactlyOne>

(017)           <!-- Alternative 1: Server-authenticated TLS + Username-token -->

(018)           <wsp:All>

(019)             <wsp:PolicyReference>

(020)               http://www.ggf.org/ogsa/2007/05/sp-secure-transport#CertifiedServerTLS 

(021)             </wsp:PolicyReference> 

(022)             <wsp:PolicyReference>

(023)               http://www.ggf.org/ogsa/2007/05/sp-secure-soap#UsernameToken 

(024)             </wsp:PolicyReference> 

(025)           </wsp:All>

(026)           <!-- Alternative 2: X.509 msg-lvl authN + msg-body encryption -->

(027)           <wsp:All>

(028)             <wsp:PolicyReference>

(029)               http://www.ggf.org/ogsa/2007/05/sp-secure-soap#MutualX509 

(030)             </wsp:PolicyReference> 
(031)             <wsp:Policy wsu:Id=”SupplementalRequestPolicy”>

(032)               <sp:EncryptedParts>

(033)                 <sp:Body/>

(034)               </sp:EncryptedParts>
(035)             </wsp:Policy>
(036)             <wsp:Policy wsu:Id=”SupplementalResponsePolicy”>

(037)               <sp:EncryptedParts>

(038)                 <sp:Body/>

(039)               </sp:EncryptedParts>
(040)             </wsp:Policy>
(041)           </wsp:All>

(042)         </wsp:ExactlyOne>

(043)       </wsp:Policy>

(044)     </wsp:PolicyAttachment>

(045)     ...

(046)     <!-- X.509 recipient cert to be used for hostname verification during 

(047)       server-authenticated TLS policy alternative -->

(048)     <wsse:SecurityTokenReference>

(049)       <wsse:Embedded>

(050)         <wsse:BinarySecurityToken 

(051)             wsu:Id='RecipientTransportIdentity'

(052)             ValueType="http://docs.oasis...x509-token-profile-1.0#X509v3"

(053)             EncodingType="http://docs.oasis...security-1.0#Base64Binary">

(054)                     MIIC.....

(055)         </wsse:BinarySecurityToken>

(056)       </wsse:Embedded>

(057)     </wsse:SecurityTokenReference>

(058)     <!-- X.509 recipient cert to be used for message-level encryption during 

(059)       X.509 message-level alternative -->

(060)     <wsse:SecurityTokenReference>

(061)       <wsse:Embedded>

(062)         <wsse:BinarySecurityToken 

(063)             wsu:Id='RecipientMessageIdentity'

(064)             ValueType="http://...x509-token-profile-1.0# X509PKIPathv1"

(065)             EncodingType="http://docs.oasis...security-1.0#Base64Binary">

(066)                     MIIC.....

(067)         </wsse:BinarySecurityToken>

(068)       </wsse:Embedded>

(069)     </wsse:SecurityTokenReference>

(070)     ...

(071)   </wsa:Metadata>
(072)   <!-- Digital Signature of the EPR document -->

(073)   <ds:Signature xmlns:ds='http://www.w3.org/2000/09/xmldsig#'>

(074)     <ds:SignedInfo>

(075)       <ds:CanonicalizationMethod Algorithm='http://.../xml-exc-c14n#'/>

(076)       <ds:SignatureMethod Algorithm='http://.../xmldsig#rsa-sha1'/>

(077)       <ds:Reference URI='#TheAddress'>

(078)         <ds:Transforms>

(079)           <ds:Transform Algorithm='http://.../xml-exc-c14n#'/>

(080)         </ds:Transforms>

(081)         <ds:DigestMethod Algorithm='http://.../xmldsig#sha1'/>

(082)         <ds:DigestValue>+VTJraRYFT3pl7Z4uAWhmr5+bf4=</ds:DigestValue>

(083)       </ds:Reference>

(084)       <ds:Reference URI='#TheRefParams'>

(085)         <ds:Transforms>

(086)           <ds:Transform Algorithm='http://.../xml-exc-c14n#'/>

(087)         </ds:Transforms>

(088)         <ds:DigestMethod Algorithm='http://.../xmldsig#sha1'/>

(089)         <ds:DigestValue>+VTJraRYFT3pl7Z4uAWhmr5+bf4=</ds:DigestValue>

(090)       </ds:Reference>

(091)       <ds:Reference URI='#TheMetadata'>

(092)         <ds:Transforms>

(093)           <ds:Transform Algorithm='http://.../xml-exc-c14n#'/>

(094)         </ds:Transforms>

(095)         <ds:DigestMethod Algorithm='http://.../xmldsig#sha1'/>

(096)         <ds:DigestValue>+VTJraRYFT3pl7Z4uAWhmr5+bf4=</ds:DigestValue>

(097)       </ds:Reference>

(098)     </ds:SignedInfo>

(099)     <ds:SignatureValue>+diIuEyDpV7qxVoUOkb5rj61+Zs=</ds:SignatureValue>

(0100)     <ds:KeyInfo>

(0101)       <wsse:SecurityTokenReference>

(0102)         <wsse:Embedded>

(0103)           <wsse:BinarySecurityToken wsu:Id='SomeCert'

(0104)               ValueType="http://...-wss-x509-token-profile-1.0#X509v3"

(0105)               EncodingType="http://...-message-security-1.0#Base64Binary">

(0106)         GJW5xM3aHnLxOpGVIpzSg4V486hHFe7sHET/uxxVBovT7JV1A2RnWSWkXm9jAEdsm/...

(0107)           </wsse:BinarySecurityToken>

(0108)         </wsse:Embedded>
(0109)       </wsse:SecurityTokenReference>

(0110)     </ds:KeyInfo>

(0111)   </ds:Signature>
(0112) </wsa:EndpointReference>
· Lines 01-123: An example ENDPOINT_REFERENCE.
· Lines 14-52: An example of a policy attachment element is shown.

· Lines 15-17: The <wsp:AppliesTo> element indicates that the subsequent policies are within scope for all supported WS-Addressing actions.

· Lines 20-51: An enclosing POLICY containing a set of two mutually-exclusive Policy_Alternatives.  

· Lines 24-31: A Policy Alternative indicating username-token authentication of the client over server-authenticated TLS.  The <wsp:TransportBinding> policy referenced is defined in Section 5.1.1 of the OGSA Security Profile 2.0 – Secure Transport profile.  The referenced <wsp:SupportingToken> policy indicating username-token is defined in Section 5.2.2 of the OGSA Security Profile 2.0 – Secure Soap Messaging profile.

· Lines 36-49: A Policy Alternative indicating mutually authenticated X.509 message-level communication in which message exchange is integrity protected and encrypted.  The particular “MutualX509” binding assertion policy is defined in Section 5.2.1 of the OGSA Security Profile 2.0 – Secure Soap Messaging profile.

· Lines 38-47: Additional “InputPolicy” and “OutputPolicy” policy expressions that supplement those defined in elsewhere in the POLICY_ALTERNATIVE (i.e., inside the “MutualX509” binding assertion policy) in order to denote the requirement for input/output message body encryption.

· Lines 56-65: The embedded X.509 certificate that is referenced within the http://www.ggf.org/ogsa/2007/05/sp-secure-transport#CertifiedServerTLS transport binding assertion.  For more information, see the OGSA Security Profile 2.0 – Secure Transport profile.
· Lines 69-78: The embedded X.509 certificate that is referenced within the http://www.ggf.org/ogsa/2007/05/sp-secure-soap#MutualX509 message-level asymmetric binding assertion.  For more information, see the OGSA Security Profile 2.0 –Secure SOAP profile.

· Lines 83-121: The XML digital signature indicating the minter of the EPR and providing protection against tampering

· Lines 87-93: Signature reference indicating that the signature covers the <wsa:Address> data object.

· Lines 84-100: Signature reference indicating that the signature covers the <wsa:ReferenceProperties> data object.

· Lines 101-107: Signature reference indicating that the signature covers the <wsa:Metadata> data object.

· Lines 110-120: <ds:KeyInfo> element indicating the X.509 identity of the EPR minter, which includes the public key necessary for signature verification. 
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Appendix A. Extensibility Points

This section identifies extensibility points for the Profile.  These mechanisms are out of the scope of the Profile; their use may affect interoperability, and may require private agreement between the parties to a Web service.
In WS-Addressing 1.0 – Core [WS-Addressing]: 

· E0301 – WS-Addressing Extensibility – WS-Addressing allows extensibility elements for the <wsa:EndpointReference> element.

· E0302 – WS-Addressing Metadata Extensibility – WS-Addressing allows extensibility elements for metadata as children of the <wsa:Metadata> element.

· E0303 – WS-Addressing Reference Parameters Extensibility – WS Addressing allows extensibility elements for Reference Parameters as children of the <wsa:ReferenceParameters> element

In WS-PolicyAttachment 1.5 [WS-PolicyAttachment]:

· E0304 – WS-PolicyAttachment “AppliesTo” Extensibility – WS-PolicyAttachment requires that the <wsp:AppliesTo> element be extended in order to define a domain expression for identifying policy scope. 

· E0305 – WS-Addressing Metadata Extensibility – WS-Addressing allows extensibility elements for metadata as children of the <wsa:Metadata> element.

In WS-SecurityPolicy 1.2 [WS-SecurityPolicy] :

· E0306 – WS-SecurityPolicy Token Assertion Extensibility – WS-SecurityPolicy allows the extensibility of Token_Assertions.
Appendix B. Referenced Specification Status and Adoption Level Classification

The classification of this Profile’s referenced specifications at the time of writing is shown below:

Table 2 Status of specifications referenced by OGSA Basic Security Profile 2.0 – Secure Addressing
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